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In the sections below, we briefly summarize some canonical kinds of distribution shift. We adopt
a causal'view of‘thesproblem, following [Sch+12a; Zha+13b; BP16; Meil8a; CWG20; Bud+21;
SCS22]).! (See Section 4.7 for a brief discussion of causal DAGs, and Chapter 36 for more details.)

We assume the inputs to the model (the covariates) are X and the outputs to be predicted (the
labels) are Y. If we believe that X causes Y, denoted X — Y, we call it causal prediction or
discriminative prediction. If we believe that Y causes X, denoted Y — X, we call it anticausal
prediction or generative prediction. [Sch+12a].

The decision about which model to use depends on our assumptions about the underlying data

1. In the causality literature; the question of whether a model can generalize to a new distribution is called the question
of external validity. 1f a model is externally valid, we say that it is transportable from one distribution to another
[BFT6].

Author: Kevin P. Murphy. (C) MIT Press. CC-BY-NC-ND license
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SCS22]).! (See Section 4.7 for a brief discussion of causal DAGs, and Chapter 36 for more details.)

We assume the inputs to the model (the covariates) are X and the outputs to be predicted (the
labels) are Y. If we believe that X causes Y, denoted X — Y, we call it causal prediction or
discriminative prediction. If we believe that Y causes X, denoted Y — X, we call it anticausal
prediction or generative prediction. [Sch+12a].

The decision about which model to use depends on our assumptions about the underlying data

1. In the causality literature, the question of whether a model can generalize to a new distribution is called the question
of external validity. If a model is externally valid, we say that it is transportable from one distribution to another
[BP16].

Author: Kevin P. Murphy. (C) MIT Press. CC-BY-NC-ND license

“A method, algorithm or theory should be judged from its
ability to predict in new contexts.”

— Sir David R. Cox
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19.2.3 The four main types of distribution shift

The four main types of distribution shift are summarized in Section 19.2 and are illustrated in

Figure 10.4. We give more details below (sec also [LP20]).
19.2.3.1 Covariate shift

In a causal (discriminative) model, if py () changes (so %° # %), we call it covariate shift, also
called domain shift. For example, the training distribution may be clean images of coffec pots, and
the test distribution may be images of coffee pots with Gaussian noise, as shown in Figure 19.1; or the

“Probabilistic Machine Learning: Advanced Topics”. Online version. December 10, 2025
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19.2. Distribution shift 739
Name Sttirge Tétfer Joint
Covariate/domain shiftp(X )p(Y[X) ¢(X)p(Y|X) ) Discriminative
Concept shift pX)(Y|X) pX)q(Y[X) Discriminative

Label (prior) shift PV p(X[Y)  G()M(X|Y
Manifestation shift PO )p(X[Y) ¥ )XY

Generative
Generative.

“Table 19.1: The 4 main types of distribution shif

training distribution may be photos of objects in a catalog, with uncluttered white backgrounds, and
the test distribution may be photos of the same kinds of objects collected “in the wild; or the training
data may be synthetically generated images, and the test distribution may be real images. Similar
shifts can occur in the text domain; for example, the training distribution may be movie reviews
written in English, and the test distribution may be translations of these reviews into Spanish.
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The war for generalizability

Heterogeneity

= Average effects are a

convenience.

= Clinical trials use
convenience samples
through weird inclusion

criteria.

= Marginalization is useless if
there is distribution shift.

Randomization
= Modelling heterogeneity
turns noise into findings
= Slicing into subgroups
breaks randomization
= Biological variation is too
small in comparison to

noise.

Carlos Garcia Meixide (ICMAT) PML 7. Beyond the i.i.d. assumption Probabilistic ML Reading Group



The war for generalizability

Heterogeneity Randomization

= Average effects are a = Modelling heterogeneity
convenience. turns noise into findings

= Clinical trials use = Slicing into subgroups
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Adversarial regimes

19.4 Robustness to distribution shifts

In this section, we discuss techniques to improve the robustness of a model to distribution shifts.
In particular, given labeled data from p(x, ), we aim to create a model that approximates g(y|c).

Author: Kevin P. Murphy. (C) MIT Press. CC-BY-NC-ND license
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19.4.1 Data augmentation

A simple approach to potentially increasing the robustness of a predictive model to distribution shifts
s to simulate samples from the target distribution by modifying the source data. This is called data
augmentation, and is widely wsed in the deep learning community. For example, it is standard to
apply small perturbations to images (e.g., shifting them or rotating them), while keeping the label
the same (assuming that the label should be invariant to such changes); see .., [SK19; Hen | 20] for
details. Similarly, in NLP (natural language processing), it s standard to change words that should
not affect the label (e.g., replacing “he” with “she” in a sentiment analysis system), or to use back
translation (from a source language to a target language and back) to gencrate paraphrases; see
e, [Fent-21] for a review of such techniques. For a causal perspective on data augmentation, see
e, [Kaui21]

19.

2 Distributionally robust optimization
We can make a discriminative model that is robust to (some forms of) covariate shift by solving the
following djsmbunamuy robust optimization (DRO) problem:

mip max Z Wl(f (), Ya) (19.7)
where the samples ace l.ruu.\ the source distribution] (2, y.) ~ p. This is an example of a min-n
optimization pro which we want to minimize the worst case risk. The specification of the
Tobustness set, w 1o key actor that detomines how el the mcehod works, and how dfEult the

ptimization problem is. Typically it is specified in terms of an £, ball around the inputs, but this
conld also be defined in a feature (embedding space) It is also possible to define the robustness sot
in terms of local changes to a structural causal model [Mei1sa]. For more details on DRO, sce e,
[CP20a; LFC21; Sag +20; RM22].
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19.8.4  Defenses based on robust optimization

s dimcumd in Section 103, ecring  syatam gaint adversaial input in moro genelthrat
odels seems extraordinarily difficult, due to the vast space of possible adversarial inputs A,
thers o Lne ofrserch ocmd an prodcing wodels vhich are invaceat to pectbatlons Vithin
o small set. A(), with a focus on [y-robustness where A(x) = {a ¢ |2 - ||, < ¢}
Althongh achving this toy threat model b Hitle application 1 security sttngs,enforcing moohnees
priors has in some cases improved robustness to random image corruptions [SHS], led to models which
transfer better [Sal +20], and has binsed models towards different. features in the data [Yin + 19a].
P robustess memm optiniz for

s'

aps the most. straightforward method for improvi

i robust optimization | o ko SFRONUTURPIEPY S15]. We
define the adversarial risk to
i Eeyepinn | o L yi0) (19.51)

from an optimization perspective

o s oo i cation 131 poses e s
ing b th mon-concat oo st e o <o e isimiton
|nnhl(uv~ Even worse, the inner max is NP al [Kat-+17]. However, in practi

et o coputethe grdiat of i ot objtive oL, 1r50) it pprosimately
maximal polot In the Inoer problem @y = argmazy: L(e',y:0) (M 1], Currntly, bot practios
i< 1o approximate the nner problem usig  fo st of PO,

Other methods seek to certify that a model is robust within a given region A(x). One method
for certification uses randomized smoothing [CRK19] — a technique for converting & model robust
to random noise into h model which is provably robust to bounded worst-case perturbations in
the -metric. Another class of methods applics specifically for networks with ReLU activations,
leveraging the property that the model is locally linear, and that certifying in region defined by linear
constraints reduces to solving a serics of lincar programs, for which standard solvers can be applied

15].

-z

19.8.5 Why models have adversarial examples
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Questions?

Thank you

Questions?
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Next Session

Gaussian Processes & Structured Prediction (Ch.18)
Feb 18, 2026

Simén Rodriguez Santana
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